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Message Text 


PAGE 01 NATO 01712 281029Z 

14-10 

ACTION SY-05 

INFO OCT-01 EUR- 1 2 ISO-OO OC-05 CCO-OO SSO-OO NSCE-00 

CIAE-00 INR-07 NSAE-00 INRE-00 /030W 

022971 

O 281005Z MAR 75 
FM USMISSION NATO 
TO SECSTATE WASHDC IMMEDIATE 885 
SECDEF WASHDC IMMEDIATE 

SECRET USNATO 1712 

E.O. 11652: XGDS-1 
TAGS: ASEC, ACOM 

SUB J : POSSIBLE COMPROMISE OF NATO CRYPTOGRAPHIC MATERIAL 
REF: SAECUR 271445Z MAR (NOTAL) 

1. REFTEL REPORTS POSSIBLE COMPROMISE OF ALL REPEAT ALL NATO 
CYRPTOGRAPHIC MATERIAL, AND IMPOSES MINIMIZE ON ACE MESSAGE 
AND SECURE VOICE TRAFFIC. USNATO RECEIVED THIS INFORMATION AT 
0900 LOCAL 28 MARCH. IT APPEARS THAT POSSIBLE COMPROMISE 

WAS FIRST REPORTED BY NATIONAL DISTRIBUTING AGENCY (NDA) GERMANY 
ON 26 MARCH. 

2. NO DETAILS AVAILABLE AS YET. MISSION KEEPING IN TOUCH WITH 
NATO DIRECTOR OF SECURITY.PEREZ 

SECRET 


« END OF DOCUMENT » 


Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 05 JUL 2006 



Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 05 JUL 2006 


Message Attributes 


Automatic Decaptioning: X 

Capture Date: 18 AUG 1999 

Channel Indicators: n/a 

Current Classification: UNCLASSIFIED 

Concepts: n/a 

Control Number: n/a 

Copy: SINGLE 

Draft Date: 28 MAR 1975 

Decaption Date: 01 JAN 1960 

Decaption Note: 

Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Authority: GolinoFR 
Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 28 MAY 2004 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1975NATO01712 
Document Source: ADS 
Document Unique ID: 00 
Drafter: n/a 
Enclosure: n/a 

Executive Order: 1 1 652 XGDS-1 
Errors: n/a 
Film Number: n/a 
From: NATO 

Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1975/newtext/t19750398/abbrzjar.tel 

Line Count: 37 
Locator: TEXT ON-LINE 
Office: n/a 

Original Classification: SECRET 
Original Handling Restrictions: n/a 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 1 

Previous Channel Indicators: 

Previous Classification: SECRET 
Previous Handling Restrictions: n/a 
Reference: SAECUR 271445Z MAR (NOTAL) 

Review Action: RELEASED, APPROVED 
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